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Abstract. The Eledronic Health Record (EHR) has many semndary uses, such as
hedlth emnomy and hedth care research, or disease spedfic dinica or
epidemiological research. For these usesin general the patient identity is not needed,
therefore the data must be anonymised or pseudonymised. Whereas for one-time use
of the data this procedure is graightforward, long-term data eccumulation or the
necessty of re-identification require a more sophisticated approach. This paper
describes possble model architedures, developed for medical research networks,
but useful in other contexts aswell.

Introduction

The Eledronic Hedth Record (EHR) is primarily used in the treament context; here the
identity data of the patient are needed and their processng is allowed. But the EHR aso
serves as a basis for seandary uses such as

» disease spedfic dinicd or epidemiologicd resarch projeds,
* hedth caereseach, assessnent of treament quality, hedth economy.

Typicd aspeds of these secondary uses are that

» the data leare the context of the physician where they are proteded by professonal
discretion,
» theidentity of the patient doesnt matter.

In such a mntext use of the data is allowed after anonymisation; therefore anonymisation
should be performed whenever possble. But this is not always possble: In many cases of
semndary use the @rred association between a single patient's data from distinct sources
or distinct points of time is essntial. In some scenarios even a way bad to the identity is
required; it could be important for the patient, and be in hisinterest, to lean about results of
a reseach projed, for example agenetic disposition; or a reseacher might want to use a
datapoadl to reauit suitable patients for a new clinicd or epidemiologica study.



Pseudonyms are the solution of these problems [1]. They represent the “golden meari
between perfed anonymity and exposing the identity data. Depending on the requirements
one of two kinds of pseudonyms can be used:

* one-way pseudonyms, that cannot be reversed but alow record linkage,
* reversble pseudonyms, that allow the re-identification of the individual.

The use of reversible pseudonyms requires that the re-identification depends on a seaet key
and the pseudonymisation processis st up as a Trusted Third Party (TTP) service see
below. Moreover the use of a system that makes re-identification possble is allowed only
after an explicit informed onsent by the patient.

The tedhnique of pseudonyms in information processng is not new, however rarely
used as yet. Early examples are the untracedle dedronic money (Chaum 1982[2]) whose
implementation by several banks was withdrawn, the dedronic prescription (Struif ca1990
[3]) and the pseudonymous <ttling of bills in hedth care (Pommerening, Bleumer,
Schunter 1995 [4]) that were never implemented, and the Michadis-Pommerening model
[5] of cancer registry that is in adua use in several German states. Several recett German
laws require pseudonymisation in appropriate contexts.

In her review of the first medicd “Competence Networks’ in Germany, the data
protedion commissoner of Nordrhein-Westfalen stated the following requirements (among
others) [6]:

* Central data pools must only contain anonymous or at least pseudonymous data.

» A trusted third party (“Datentreundnder”) that is protected by law (e. g. anotary)
should carry out the pseudonymisation.

* Theuseof unique patient identifiers aaossdistinct networks is not allowed.

The TMF — the Telematics Platform for the Medicd Reseach Networks of the Federd
Ministry of Educaion and Research — therefore started a projed to develop and implement
generic models for pseudonymisation that can be used in reseach networks, but in other
hedth care scenarios as well.

1. M odels of Pseudonymisation

We distinguish several scenarios where distinct procedures for anonymisation or
pseudonymisation are gopropriate. In particular for the long-term acamulation of patient
data the TMF proposes two models, seesedions 1.4 and 15; they differ with resped to the
locaion of the data pool within the overall architecure.

There ae technicdly more degant procedures for pseudonymisation, based on Hind
signatures as proposed by Chaum [2]; they assume that the pseudonym owner is aso the
key owner and controls the use of the pseudonym. However these procedures don't fit the
neals and data flows of secondary uses of the EHR, neither for one-time uses nor for
building a data poal, and are not used in the context of this paper. Here a pseudorymis an
encrypted patient identifier.

1.1 SngeData Souce, One-Time Semnday Use

This is the typicd applicaion case for anonymisation and is well-understood. As an
example take agmple statistical evauation of EHR data.



1.2 Overlappng Data Souces, One-Time Seoonday Use

Here the data from diverse sources must be linked together. Think of a multi-centric study
that uses data from EHRs, but aso data or probes from a biomaterial bank, or follow-up
data & a later point in time. This is the typicd application case for one-way pseudonyms.
An esential prerequisite is a unique patient identifier (PID) in the EHR and the other data
sources. The pseudonymisation procedure then consists of a one-way encryption of the
PID, and should be implemented as a TTP service A typicd fedure of this srviceis the
use of asymmetric encryption: The data source encrypts the medicd data with the key of
the secondary user and sends the PID (not the identity data) as well as the encrypted
medicd data to the pseudonymisation service that encrypts the PID and sends it to the
semndary user, together with the encrypted medica data. Note that the TTP cannot read the
medicd data, only the secondary user can deaypt them. But he canot deaypt the
pseudonym. Figure 1 shows the data flow; MDAT stands for the medicd data, IDAT for
the identity data, and PN for the pseudonym.

Pseudonymisation

Data Source(s) Secondary Use

Service
MDAT  -encrypted MDAT
IDAT PID PID PSN PSN
encrypt
(one-way)

Figure 1. Data Flow for One-Time Secmndary Use

Becaise the pseudonymisation service doesn't store the asciation between PIDs
and pseudonyms, and cannot reverse the encryption, there is no neeal to trea the PID as
seaet, as long as the TTP implements an effedive sender authentication and authorisation
that prevents a“trial encryption” attack.

There was a TMF projed that implemented this model in a hedth cae reseach
projed [7], whereit isroutinely used since 2002

1.3 One-Time Semnday Use with the Neead of Re-identification

The @nceptualy smplest model of pseudonymisation with possble re-identification uses a
reference list located at a trusted third perty; in this model there is a big file cntaining
patient identities and associated pseudonyms. This file is an attradive target for attacks and
congtitutes a single point of falure of the seaurity concept. Moreover it stores patient
identities outside of the proper treament context and therefore violates the professond
discretion of the participating physcians.

Therefore arefined reference list model is most suited, that extends the model in 1.2.
It involves a two-step procedure for pseudonymisation and severa keys and TTP services.
First we nead a PID that is not a “public” universal identifier (such as Patient Number,
Insurance Number), but is projed spedfic and is generated by a separate TTP service This



service stores the “patient list” — the asociation between identity data and PIDs; moreover
it is responsible for the orred linkage between data from different sources. The PID is
stored at the data source(s) but kept confidential. The pseudonymisation service works as a
second TTP service and ads asin 1.2 but applies a reversible encryption procedure. Figure
2 shows the esential components of the dataflow.

The pseudonymisation service doesn't store the asociation between PID and
pseudonym — not even the asciation between PID and data source — but can restore the
PID from the pseudonym at any time with the help of its saet encryption key. For re-
identification also the PID service is involved; it asociates the PID with the identity data
and notifies the data source

Pseudonymisation

Data Source(s) Secondary Use

Service
MDAT  -encrypted MDAT
IDAT PID PID | PSN PSN
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Figure 2. Data Flow with Possble Re-identification

1.4 Pseudonymous Research Data Poal

A new level of requirements appeas with the nead of long-term data acamulation, for
example in huilding a disease spedfic registry. The “Model B” of the TMF uses the same
procedure & in 1.3; the only additional feaure is that on the “Semndary Use side” the data
are wlleded in a data pool. This data pooal is available for reseach projeds. What projeds
may get access depends on the situation, but as a rule the projeds must be associated to the
spedfic hedth care or reseach network by contrads,; the data pool must not be aself-
service database for arbitrary projeds.

The data flow is bascdly the same & in 1.3, except that the “Secondary Use” is
replacad by the “Data Pool” that permanently stores pseudonym and medicd data and
offers them for (possbly many) secondary uses. Becaise dter pseudonymisation the
quality assurance of the data would be much more difficult, careful qudity managment
shoud precale pseudorymisation. This is the task of yet another TTP service Note that —
depending on the data protedion policy — some of the TTP services might be offered by the
same trusted third party.

1.5 Central Clinical Data Base, Many Seaonday Uses
The dternative “Model A” of the TMF uses a somewhat different approacd that better fits

the needs of reseach networks with a “clinicd focus’. It supports the long-term
observation of patients with chronic diseases, and fadlitates the individua feedbadk of



reseach results to the patient or to the responsible physician. This model introduces a
central clinicd database & a TTP service with online accasfor the treding clinician who is
also responsible for the quality of the data. The dinicd database @ntains no identity data,
but only the PID insteal; the reference— in the cae of authorised access— is established via
the patient list. Additional data sources, for example biomaterial banks, use distinct
references (LablD). If areseach projed needs data from this poal, the gpropriate data set
is exported in anonymised form or pseudonymised by a TTP with a projed spedfic key;
that means, different projeds get different pseudonyms. Figure 3 shows the essential
components of the data flow.

Pseudonymisation
Service
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/ PID Export PID | PSN
MDAT
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Patient List
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MDAT
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Figure 3. Data Flow for Model A

Note that Model A requires the implementation of sophisticaed communicaion
procedures. For example to access the data in the cetral data base, the participating
physician gets temporary tokens that enable her to view or updete her own data.

2. Reaults

The TMF Working Group on Data Protedion developed the models A and B in close
collaboration with the German Data Protedion Commissoners (“Arbeitskreis Wissenschaft
der Datenschutzbeauftragten des Bundes und der Lander”). The final version was consented
by the Data Protedion Commissoners (“Arbeitskreis Wissenschaft” and “Arbeitskreis
Gesundheit”).

The TMF WG supports medicd reseach networks with advice on adapting the
“generic” models to their spedfic neads. Some networks already implemented one of the
models, some other networks are in the processof implementation.

To support the implementation the TMF developed appropriate software toals for the
spedfied communicaion paths and the involved TTP services. Moreover it provides
sample forms for the patient’s consent, as well as policies and sample cntrads for the
participating members of the networks or projeds.



3. Discussion

The TMF model architedure with its two variants provides ways for building medicd
reseach networks and central data pools that conform to the German and European data
protedion rules, resped the patients rights, and cover a wide range of dtuations. The
transfer to other scerariosin hedth careis possble and recommended.

The generic TMF architedure is not a static structure. There ae pradicd experiences
and feedbadk from implementations, but also changing requirements in hedth care reseach
and medicd networks, for example with respect to genetic reseach. Therefore the TMF
must continually keep its models up to date to med new challenges.
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