K. Pommerening, Bitblock Ciphers

4.2 The S-Boxes
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Each of the eight S-boxes S is given by a 4 x 16-matrix defined by the table

Sp014 4 13 1 2 15 11 8 3 10 6 12 5 9 0 7
0o 15 7 4 14 2 13 1 10 6 12 11 9 5 3 8
4 1 14 8 13 6 2 11 15 12 9 7 3 10 5 O
5 12 8 2 4 9 1 7 5 11 3 14 10 0 6 13
Syl 1 8 14 6 11 3 4 9 7 2 13 12 0 5 10
3 13 4 v 15 2 8 14 12 0 1 10 6 9 11 5
0 14 7 11 10 4 13 1 5 8 12 6 9 3 2 15
3 8 10 1 3 15 4 2 11 6 7 12 0 5 14 9
S31100 0 9 14 6 3 15 5 1 13 12 7 11 4 2 8
B3 7 0 9 3 4 6 10 2 8 5 14 12 11 15 1
3 6 4 9 8 15 3 0 1 1 2 12 5 10 14 7
1 10 3 0o 6 9 8 7 4 15 14 3 11 5 2 12
Syl 7 13 14 3 0 6 9 10 1 2 8 5 11 12 4 15
3 8 1 5 6 15 0 3 4 7 2 12 1 10 14 9
0 6 9 0 12 11 v 13 15 1 3 14 5 2 8 4
3 15 0 6 10 1 13 8 9 4 5 11 12 7 2 14
S| 2 12 4 1 7 10 11 6 8 5 3 15 13 0 14 9
4 11 2 12 4 v 13 1 5 0 1, 10 3 9 8 6
4 2 1 1 10 13 7 8 15 9 12 5 6 3 0 14
1 8 12 7 1 14 2 13 6 15 0 9 10 4 5 3
S¢112 1 10 1 9 2 6 8 0 13 3 4 14 7 5 11
0 15 4 2 7 12 9 5 6 1 13 14 0 11 3 8
9 14 1 5 2 8 12 3 7 0 4 10 1 13 11 6
4 3 2 12 9 5 15 10 11 14 1 7 6 O 8 13
S; 4 11 2 14 15 0 8 13 3 12 9 7 5 10 6 1
3 o0 1 v 4 9 1 10 14 3 5 12 2 15 8 6
1 4 11 13 12 3 7 14 10 15 6 8 O 5 9 2
6 11 13 8 1 4 10 v 9 5 0 16 14 2 3 12
Sg113 2 8 4 6 15 11 1 10 9 3 14 5 0 12 7
1 15 13 8 10 3 7 4 12 5 6 11 0 14 9 2
T 11 4 1 9 12 14 2 0 6 10 13 15 3 5 8
2 1 14 v 4 10 8 13 15 12 9 0 3 5 6 11

Each row is a permutation of the numbers 0, ...,15. To get S;(b; ... bs)

we interpret by bg as binary representation of a number in {0, 3}, and bab3b4bs
as binary representation of a number in {0,15}. Then in the matrix for S;
we go to row bibg, column bobsbybs, and find a number there. We take the

binary representation of this number. Example:

S5(101100) = 0011

—

Row 2, Column 6, number is 3.




