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7 Coincidences of Two Texts

The first six sections of this chapter introduced efficient methods for recog-
nizing plaintext in comparison with noise. These methods break down for
encrypted texts because they ignore properties that remain invariant un-
der encryption. One such invariant property—at least for monoalphabetic
substitution—is the equality of two letters, no matter what the concrete
value of these letters is.

This is the main idea that we work out in the next sections: Look for
identical letters in one or more texts, or in other words, for coincidences.

Definition

Let X be a finite alphabet. Let a = (ag, ...,a,—1) and b = (by,...,b,—1) € X"
be two texts of the same length r» > 1. Then

r—1
1 . 1
K(aﬂb) = ; : #{j | a’j = bj} = Z(sa]‘bj
7=0

r

is called coincidence index of a and b (where § = KRONECKER symbol).
For each r € Ny this defines a map

kY xYX —QCR.

The scaling factor % makes results for different lengths comparable.

A Perl program is in the Web: http://www.staff.uni-mainz.de/
pommeren/Cryptology/Classic/Perl/kappa.pl.
Remarks

1. Always 0 < k(a,b) < 1.

2. k(a,b) =1<=a=0.

3. By convention (), ) = 1 (where () denotes the empty string by abuse
of notation).

4. Note that up to scaling the coincidence index is a converse of the
HAMMING distance that counts non-coincidences.

Example 1: Two English Texts

We compare the first four verses (text 1) of the poem “If ...” by Rudyard
Kipling and the next four verses (text 2). (The lengths differ, so we crop the
longer one.)
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In these texts of length 562 we find 35 coincidences, the coincidence index
= 0.0623.
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Invariance

The coincidence index of two texts is an invariant of polyalphabetic substi-
tution (the keys being equal):

Proposition 1 (Invariance) Let f: ¥* — X* be a polyalphabetic encryp-
tion function. Then

k(f(a), f(b)) = r(a,b)
for all a,b € ¥* of the same length.

Note that Propositiondoesn’t need any assumptions on periodicity or
on relations between the alphabets used. It only assumes that the encryption
function uses the same alphabets at the corresponding positions in the texts.

Mean Values

For a fixed a € X" we determine the mean value of k(a,b) taken over all
be X

1 1 BRE=
e Z K(a,b) = o Z v Z‘Saa‘ba‘
"=

besr bex”
1 r—=17T
= o } : § : O,
j=0 LbeX"
nr—1
1 _ 1
= = n’

because, if b; = a; is fixed, there remain n"~1 possible values for b.
In an analogous way we determine the mean value of k(a, f,(b) for fixed
a,b € ¥ over all permutations o € S(X):

1 1 1 .
wh Z K(a, fo(b)) = i Z #{j | obj = a;}
T es(®) T oeS(®)
1 .
= @'#{(J,U)ij:aj}
1 r—1
= m'z#{ﬂabj:aj}
§=0
1 1
- o r(n—1)=
p r-(n—1)! =

because exactly (n — 1)! permutations map a; to b;.
Note that this conclusion also works for a = b.
This derivation shows:
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Proposition 2 (i) The mean value of k(a,b) over all texts b € ¥* of equal
length is % for all a € X2*.

(ii) The mean value of k(a,b) over all a,b € X" is L for all v € Ny.

(iii) The mean value of k(a, fy(b)) over all monoalphabetic substitutions
with o € S(X) is % for each pair a,b € ¥ of texts of equal length.

(iv) The mean value of k(fs(a), f-(b)) over all pairs of monoalphabetic
substitutions, with o,7 € S(X), is % for each pair a,b € X* of texts of equal
length.

Interpretation

e For a given text a and a “random” text b of the same length r(a,b) ~
1
.

e For “random” texts a and b of the same length x(a,b) ~ L.

e For given texts a and b of the same length and a “random” monoal-

phabetic substitution f, we have x(a, f;(b)) ~ 1. This remark justifies
treating a nontrivially monoalphabetically encrypted text as random

with respect to x and plaintexts.

e For given texts a and b of the same length and two “random” monoal-
phabetic substitutions f,, fr we have k(f,(a), f-(b)) = %

e The same holds for “random” polyalphabetic substitutions because
counting the coincidences is additive with respect to arbitrary decom-
positions of texts.

Values that significantly differ from these mean values are suspicious for
the cryptanalyst, they could have a mon-random cause. For more precise
statements we should assess the variances (or standard deviations) or, more
generally, the distribution of x-values in certain “populations” of texts.

Variance

First fix a € X" and vary b over all of ¥". Using the mean value % we
calculate the variance:
1

Vir(ﬁ)a) = E?' 2{: K(a)b)Q'_ EE
bexr
r—1 2
1 1 «— 1
= ||
bexr 7=0

Evaluating the square of the sum in brackets we get the quadratic terms

r—1 r—1
Z&gjbj = 25%”3‘ =r1-k(a,b) because d4;p, =0or1
J=0 J=0
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-1
ZTZ(ngbj:T' Z“(aab)zr'nV%:r.nT*l

bexr j=0 bexr

and the mixed terms

r—1 r—1 1 if a; = b] and ap = bk
2. 6%_1)]_ 5akbk where 5ajbj5(lkbk =

Eﬁ § : 0 else

=0 k=j+1

If we fix two letters b; and by, we are left with n"—2 different b’s that give
the value 1. The total sum over the mixed terms evaluates as

r—1 r—1 r—1 r—1

DI ED S SEFTIN EES 3 3l YA I
bexT §=0 k=j+1 §=0 k=j+1bexr
nr—2
Substituting our intermediary results we get
V(o) = o (o (= 1)) -
wr(k,a) = 5 (ren r-(r n .
1 Jr1“—1 11 1 1/1 1
o o2 n2  rn o2 r\n  n?

Next we let a and b vary and calculate the variance of «:

1 1
Ver(k) = o Z ’i(avb)z—ﬁ
a,beX”
1 1 o) 1
— (nT Zl/‘@(avb) ) 2
aex” bexr

We have shown:

Proposition 3 (i) The mean value of k(a,b) over all texts b of equal length
reNy is % with variance % (% — %) foralla € ¥".

(ii) The mean value of k(a,b) over all a,b € ¥ is +
% (l — L) for all r € Ny.

n n?

with variance

For the 26 letter alphabet A...Z we have the mean value 2% ~ 0.0385,
independently from the text length r. The variance is &~ 0‘037370, the standard
deviation ~ %\/%31. From this we get the second row of Table

For statistical tests (one-sided in this case) we would like to know the 95%
quantiles. If we take the values for a normal distribution as approximations,
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Table 20: Standard deviations and 95% quantiles of K for random text pairs
of length r

r 10 40 100 400 1000 | 10000
Std dev 0.0608 | 0.0304 | 0.0192 | 0.0096 | 0.0061 | 0.0019
95% quantile | 0.1385 | 0.0885 | 0.0700 | 0.0543 | 0.0485 | 0.0416

that is “mean value + 1.645 times standard deviation”, we get the values in
the third row of Table These raw estimates show that the x-statistic in
this form is weak in distinguishing “meaningful” texts from random texts,
even for text lengths of 100 letters, and strong only for texts of several
thousand letters.

Distinguishing meaningful plaintext from random noise is evidently not
the main application of the x-statistic. The next section will show the true
relevancy of the coincidence index.



