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Uses of the EHR

* Primary use: Treatment context.

e Seomndary uses.

— Disease specific clinical or epidemiological resarch
projeds,

— Hedth care research, assesanent of treament quality,
hedth econamy.

Typical aspects of secondary uses:

» QOutside of treatment context and professional
discretion (of the treating physician),

* Theidentity of the patient doesn't matter.
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For secondary use of the EHR:

* Proted the identities of the patients.

 Anonymisation whereever possble.
Drawbacks of anonymisation:
— No as3ciation between data from distinct sources
— ... or fromdistinct paintsof time.
— No way bad to the patient for feedbadk

— ... or for reauiting suitable patients for a new
research project.
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Pseudanyms

* The golden mean between anonymous data and
Identity (or identity reveding) data.

* Almost as goodas anonymity, depending on
context —
— ohe-way pseudonyms can’'t be reversed,

— reversible pseudonyms all ow re-identificaion of the
individual.

 Written informed consent necessary for reversibili ty!
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Basic Types of Pseudanyms

« Untraceable pseudonyms (Chaum ca 1980
— Based on blind dgital signature,
— Under control of owner,
— Not suited for secondary uses of the EHR.

o TTP-generated pseudonyms

— Trusted Third Party = »V ertrauensstel le« or
»Datentreuhander« (e. g. anotary).

— Example: Cancer registry (Michadis/Pomm. 1993).
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TTP-generated Pseudonyms

(Basic Model)
Individual
| dentity TTP Pseudonym
Leakin(idata
P L85FD23S
Referencelist, | Maier, Johannes | 6AZCB661
Maier, Josef KY 2P96WA
Strongly Secret Maier, Jupp L85FD23S
or secret key
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(1) Single Data Source,
One-Time Secondary Use

e Typicd applicaion case for anonymisation.

e Example: A simple statisticd evaluation of
EHR data
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(2) Overlapping Data Sources,
One-Time Secondary Use

e Datafrom diverse sources must be linked
together.

e Examples:
— Multicentric study,
— Foll ow-up data.

o Typicd applicaion case for one-way
pseudonyms.
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Pseudonymisation for One-Time

Seoondary Use
(TTP)_ |
Data Source(s) Pseudonymlsatlon Secondary Use
Service
MDAT  —Encrypted >  MDAT
IDAT PID > PID PSN > PSN
(one-way)
MDAT = Medica Data PID = Unique Patient Identifier
IDAT = Identity Data P3N = Pseudonym
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Properties of Scenario (2)

 Medical data (MDAT) are encrypted with pulic
key of secondary user —
— The TTP cannot read the MDAT.
— Only the secondary user can decrypt them.
e The pseudonym (PSN) isthe encrypted PID
— With a secret key, known only tothe TTP,
— By aone-way procedure.

« The TTP doesn’t store anything (except the key).
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(3) One-Time Secondary Use
with Re-ldentificaion

e Usethe»Basic TTP« modd,

— But noreferencelist, only secret TTP key.

— PN service performs reversible encryption ocedure.
* Use anon-public (projeda specific) PID

— Generated by a separate TTP service

— PID servicestores asociation between IDAT and PID
(»Patient List«).

e Re-identification involves PN service and PID
service
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Pseudonymisation with Possble
Re-ldentificaion

Pseudonymisation

Data Source(s) Service (TTP) Secondary Use
MDAT | ST > MDAT
IDAT PID |PSN » PSN

| =
encrypt/
\ 2 / decrypt
IDAT| PID
PID Service . : e
(TTP) MDAT = Medical Data PID = Petient Identifier

IDAT = Identity Data P3N = Pseudonym
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(4) Pseudonymous Research Data Pool

e Same procedure asin (3),
— But the ®condry user builds a (disease speafic) registry.
e Long term data accumulation needs special
organisational and technicd security measures.

e Quality management of data should preaede
pPSseudonymisation.
— Yet another TTP service
 »Model B« of the generic concept of the TMF.
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(5) Central Clinicd DataBase,
Many Secondary Uses

e Datapod = central »clinical« data base.
— Accessfor treating clinician (decentral).
— No identity data, only PIDs.
— Accessby temporary tokens.
— Implemented as (yet another) TTP service.
* No online aacesshy secondary users.
— Secondary users get exported data set
(anonymised or pseudonymised).
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TTPsfor Central Clinicd Data Base

(TTP)

Pseudonymisation
Central Database Y

Service (TTP)

Local Database MDAT Export
/ PID > PID PSN

MDAT
N

ID

Patient List MDAT

(TTP) PSN

MDAT = Medicd Data PID = Patient Identifier
IDAT = Identity Data PSN = Pseudonym

Secondary Use
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Properties of Scenario (5)

e Advantages:.

— Better suppat for long-term observation of patients with
chronic diseases.

— Useful for the data producing clinician.
— Individual feedbadk of reseach results easy.
— Fitswell into EHR architedure.
o Drawback:
— Sophisticaed communication rocedures.
— More TTPs and secret keys involved.

»Model A« of the generic concept of the TMF
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Results |

« TMF models A and B [(5) and (4)] approved by
the German Data Protedion Commissioners

— (Arbeitskreis Wissenschaft der
Datenschutzbeauftragten des Bundes und der Lander)

e Scenario (2) inroutine use since 202 in a hedth
care reseach project of the TMF.

o Scenario (5) Implemented in areseach network.
— KN CED (Chronic Inflammatory Bowel Disease).
— Further implementations in progress.
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Results |

o Scenario (4) adapted by several research
networks

— Implementations in progress.
TMF off ers software tools for the TTP services.

Correspondng policies, sample contrads, forms
for patient’ s consent avail able from TMF (free
for members).
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Discusson||

« The TMF model architedure (variants A and B)
provides ways for bull ding central datapods for
medicd and hedth care research, that

— conform to the German and European data protection
rules,

— respect the patients’ rights,
— and cover awide range of situations.

* The pseudonymisation scenarios look complex,
but once establi shed, work transparently.
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Discusson ||

* Thetransfer to other applicailonsin hedth care
IS possble and recommended.

— We could — and should — build TTP services for
secondary uses into the EHR architecture
(suitably adapted from the TMF services).
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